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1. Purpose

The objective of this document is to explain the installation and configuration of Apache 2.2.25. This includes

setting up of server details and enabling SSL.

2. Introduction

Below is the typical deployment diagram and this document covers the setup for Apache Webserver

Instance.
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3. Installation of Apache
Unzip the Apache software, in this example the unzipped location is /scratch/oracle/software/httpd-2.2.25.
Below steps should be executed from inside this directory location.
Software Directory : /scratch/oracle/software/httpd-2.2.25
1. $ ./configure --prefix=/scratch/oracle/apache --enable-ssl --with-included-apr
Where / scratch/oracle/apache is the apache home directory
2. $ make

3. $ make install

4. Configure Apache Server infront of Weblogic Server

1. Copy mod_wl_22.so from any weblogic Server ($WLS_HOME/server/plugin/linux/x_86_64) to
$PREFIX/modules/ location in Apache Server.
NOTE: In this example the OS is linux, copy the file from appropriate folder according to the weblogic

installed directory.

2. Edit http.conf located under folder $PREFIX/conf to include mod_wl_22.conf file.

LoadModule weblogic_module /scratch/oracle/apache/modules/mod_wl_22.so

[ /scratchforacle/apache/conf/hitpd.conf - ¢
i3 B X W S -

# ServerBdmin: Your address, where problems with the server should be
# e-mailed. This address appears on some server-generated pages, such
# as error documents. e.g. admin@your-domain.com

#

ServerAdmin you@example.com

LoadModule weblogic module /scratch/oracle/apache/modules/mod wl 22.sc
<IfModule mod weblogic.c>

3. Moadify http.conf file for the required listen port
Listen <HOST NAME>:<PORT>

A iscratch/oracle/apache/conf/httpd.conf -

n = oo (MR EE e @

Listen: Allows vou to bind Apache to specific IP addresses and/or
ports, instead of the default. See alsc the <VirtualHost>
directiwve.

Change this to Listen on specific IP addresses as shown below to
prevent Apache from glomming cntc all bound IP addresses.

e e e e SR s e Gl

Listen 127.0.0.1:8080

NOTE: This port is for http protocol and not for https
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4. Modify the http.conf file to include the weblogic server details
a. For WebLogic in single instance

<Location /<<context/url>> >
SetHandler weblogic-handler
WebLogicHost <<server name>>
WeblogicPort <<port>>

</Location>

Example:

<Location /[FCIJNeoWeb>
SetHandler weblogic-handler
WebLogicHost wiserverl
WeblogicPort 7004

</Location>

This will forward /FCINeoWeb from Apache server to /FCINeoWeb on WebLogic Server

wiserverl: 7004

NOTE: If you want to allow more than one context root, then either add different Location entries

for each context root eg: <Location /[FCIJNeoWeb>, <Location /[FCIJWebServices>, etc

or Add <Location /> which will all the context roots.

& fscratchjoraclefapache/conf/hitpd.conf - ¢

e B XA« M8 e

211 of these directives may appear inside <VirtualHost> containers,
in which case these default settings will be owverridden for the
virtual host being defined.

#
# ServerAdmin: Your address, where problems with the serwver should be
# e-mailed. This address appears on some 3erver-generated pages, such
# as error documents. e.g. adminfyour-domain.com

#

S

erverhdmin youfexample.com

[oadModule weblogic module /scratch/oracle/apache/modules/mod wWl_22.3c
IfModule mod weblogic.cx>

Location /FCJNeoWeb>

FetHandler weblogic-handler

[:‘echgich:st wlserverl

febLogicPort 7004

/Location>
/IfModule>

#
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b. For Weblogic instances in cluster
<Location /<<context/url>> >
SetHandler weblogic-handler
WebLogicCluster <serverl>:<portl>,<server2>:<port2>
</Location>
Example
<Location / FCIJNeoWeb >
SetHandler weblogic-handler
WebLogicCluster wiserver1:7065, wiserver2:7067
</Location>
This will forward /FCINeoWeb from Apache server to /FCINeoWeb on WebLogic Cluster

wiserver1:7065 and wiserver2:7067

] /scratchyoracle/apache/conf/httpd.conf -
K B XA < AR e

A1l of these directives may appear inside <VirtualHost> containers,
in which case these default settings will be overridden for the
virtual host being defined.

e e b

#
# ServerBAdmin: Your address, where problems with the serwver should be
# e-mailed. This address appears on some server-generated pages, such
# as error documents. e.g. adminfvour-domzin.com

#

5

erveridmin youlfexample.com

[LoadModule weblogic module /scratch/oracle/apache/modules/mod wl 22.30
IfModule mod weblogic.cx

Location /FCJNecWeb>

ISetlHandler weblogic-handler

vebLogicCluster wlaerverl:70685, wlserver2:70&87

fLocation>
SIfModules

5. Enable “WebLogic Plug-In Enabled” flag in weblogic
This flag needs to be enabled in weblogic if it is accessed through proxy plugins. When the WebLogic
plugin is enabled, a call to getRemoteAddr will return the address of the browser client from the

proprietary WL-Proxy-Client-IP header instead of the web server.

a. Plugin flag at managed server level
i. Click on ‘Environment’- > 'Servers' -> '<ManagedServer>' -> 'General' -> 'Advanced'
ii. Check the 'WebLogic Plug-In Enabled' box.
iii. Click 'Save'
iv. Restart the Server.

b. Plugin flag at domain level
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v. Click on <Domain> -> 'Web Applications'
vi. Check the 'WebLogic Plug-In Enabled' box.
vii. Click 'Save'
viii. Restart the server.
6. Restart the apache server and application can be accessed using link
http://<hostname>:<port>/FCINeoWeb/

5. Configuring SSL for Apache Server

Secure Sockets Layer (SSL) is required to run any Web site securely. Secure Sockets Layer (SSL) is an

encrypted communication protocol that is designed to securely send messages across the Internet.

Reading of “SSL_Configuration on Weblogic” document provided as part of FCUBS installation is

recommended before proceeding with further setup.

SSL configuration can be done between
1. Browser to Apache Server(Mandatory)

2. Apache to Oracle Weblogic Server(If required)

5.1 SSL configuration for Inbound Request to Apache
Perform these tasks to enable and configure SSL between browser and Apache Server.
1. In httpd.conf, uncomment the below line
Include conf/extra/httpd-ssl.conf
' [¥ sscratchioracle/apache/cont/httpd.conf -

n ki BX# > ARHE &S

# Various default settings
#Include conf/extra/httpd-default.conf

# Secure (S55L/TLS) connecticns

Include conf/extra/httpd-ssl.cont
E

2. Edit httpd-ssl.conf file located in $PREFIX/conf/extra/ to give the server address and port as below
Listen <hostname>:<port>
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i /scratch/oraclefapachefcenf/extra/httpd-ssl.conf -
X = oo | dh BOHLE 8@

#35LRandomSeed connect file:/dev/urandom 512

#
# When we also provide 55L we have to listen to the
# standard HITPF port (see above) and to the HITES port

#
# Note: Configurations that use IPwé but not IFvi-mapped addresses need two
# Listen directives: "Listen [::]:443" and "Listen 0.0.0.0:443"

#
Listen 127.0.0.1}8081

NOTE: This is the https port and not for http
3. Obtain a certificate from CA or create a self signed certificate using openSSL
a. Steps to create certificate using openSSL
openssl genrsa -des3 -out test.key 1024
openssl req -new -key test.key -out test.csr
openssl x509 -req -days 365 -in test.csr -signkey test.key -out test.crt

This will generate 3 files named test.key, test.csr, test.crt

4. Copy the files with extenstion.crt and .key to $PREFIX/conf/ folder.

5. Edit httpd-ssl.conf to give the location and name for .crt and .key as below
SSLCertificateFile '"/scratch/oracle/apache/conf/test._crt”
SSLCertificateKeyFile '/scratch/oracle/apache/conf/test_key"

[ /scratch/oracle/apache/conffextra/httpd-ssl.conf -
nkH @i MR NE e S

to the S5LCipherSuite list, and enakle S5LHonorCipherOrder.
Caveat: by giving precedence to RC4-SHR and RES1Z25-5HR

{az in the example below), mo3t connections will no longer
hawve perfect forward secrecy - 1f the server's key is
compromised, captures of past or future traffic must be

# considered compromised, too.

#55LCipherSuite RC4-5HA:RES128-5HA:HIGH:MEDIUM: 'aNULL: !MDS
#55LHonorCipherOrder on

EE T

# Server Certificate:

# Point S55LCertificateFile at a PEM encoded certificate. If
# the certificate is encrypted, then you will be prompted for a
# pass phrase. MNote that a kill -HUP will prompt again. Eeep
# in mind that if you have both an R5& and a D5A certificate you
# can configure both in parallel (to alsc allow the use of DS4
i TIDNE LS, CoeeT

S5LCertificateFile "/scratch/oracle/apache/conf/test.crt”

T [ —ry ey g g - g
# If the key is not combined with the certificate, use this
# directive to point at the key file. HKeep in mind that if
# you've both a RS2 and & DS& private key you can configure
S B T N P = o = [ e T e 45 St R = e
35LCertificateKeyFile "/scratch/oracle/apache/conf/test.key"

# aerver Lertiricate Chain:

6. Restart apache and application can be accessed using URL

https://<hostname>:<port>/FCINeoWeb/

NOTE: When apache is started with SSL enabled it will ask for pass phrase: here enter the pass phrase

used during creation of certificate
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5.2 Configuring SSL between Apache and Oracle Weblogic Server

1. Obtain a certificate from CA or create a self signed certificate using Keytool

keytool -genkeypair -alias testselfcert -keyalg RSA -keypass adminl123 -validity 365 -keystore
testidentity.jks

keytool -export -alias testselfcert -file test.cer -keystore testidentity.jks
2. Configure in weblogic to use the generated keyStore

a. Enable the enable SSL port for the managed server

Hame =Summary of Environment =Summary of Szrvers > ManagedServer_1
Settings for ManagedServer_1

Configuration | Protocols | Logging || Debug | Monitoring | Control | Deployments | Services | Security | Mote

General | Cluster | Services | Keystores | S5L | Federation Services | Deployment | Migration | Tuning | Ower

Save

Use this page to configure general features of this server such as default network communications.

view JNDI Tree &

Name: ManagedServer_1 An
Machine: Machine_1 The
tor
Cluster: BCLUSTER The
beh
(#F] Listen Address: The
con
Listen Port Enabled Spe
(no
Listen Port: 7078 The
ince
551 Listen Port Enabled Ind
por
FSL Listen Port: 7002 The
reg

b. In KeyStores tab select Custom Identity and Java Standard Trust

Home >Summary of Environment >Summary of Servers >ManagedServar_1
Settings for Managedserver_1

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes

General | Cluster | Services | Keystores | 55L | Federation Services | Deployment | Migration | Tuning | Overload | Health|

Save | Cancel

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view an
you to manage the security of message transmissions.

SRR Custom Identity and Java Standard Trust [=] ;:h‘i'?‘cunfguri"
Custom Identity and Command Line Trust I
Custom Identity and Custom Trust

Custom ldentity and Java Standard Trust

Demo Identity and Demo Trust

Save | | Cancel
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c. Enter the Path where KeyStore generated is stored and then Enter the passphrase

Home >Summary of Environment >Summary of Servers >ManagedServer_1
settings for ManagedServer_1

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitor

Save

Keystoresensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and defin
you to manage the security of message transmissions.

Keystores: Custom Identity and Java Standard Trust| Change Which configuration rule
— trust keystores? More

Identity
Custom Identity Keystore: ‘ol 1036/testidentity jis The path and file name «
Custom Identity Keystore Type: 1KS The type of the keyston
Custom Identity Keystore Passphrase:  [iiiiiccceeeesseees The encrypted custom ic

keystore will be opened

Confirm Custom Identity Keystore

Trust
Java Standard Trust Keystore: Jscratchfapp/bmul 1036 firockitfire b fsecurityfeacerts  The path and file name ¢

d. Under SSL tab Enter the Alias and the key Passphrase

Settings for ManagedServer_1
Configuration | Protocols | Logging | Debug | Monitoring | Control || Deployments || Services | Security | Motes

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Owerload | He

Click the fock & Fditbutton in the Change Center to modify the settings on this page.

Save

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to m

Identity and Trust Locations: Keystores| Change Indicates w
I key) as we
Identity

Private Key Location: from Custom Identity Keystore The keysto

Info...
Private Key Alias: testselfcert The keysto
e the server'
@g Private Key Passphrase: = | Lieeeesesseses The keysto
server's pri

@g Confirm Private Key Passphrase: = L .icceeecsscsss

Certificate Location: from Custom Identity Keystore The keysto
certificate.

Temart

3. Certificate displayed by Weblogic needs to be copied to apache, below steps needs to be followed
a. Execute the openSSL command, openssl s_client -connect <WL host: Port>

EgQ: openssl s_client -connect wiserverl:7004
It will give output as below

-bash-4.1$ openssl s_client -connect wiserver1:7004
CONNECTED(00000003)
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depth=0C =IN, ST=IN,L=IN,O=IN,OU =IN,CN =IN

verify error:num=18:self signed certificate

verify return:;1

depth=0C =IN, ST=IN,L=IN,O=IN,OU =IN, CN =IN

verify return:1

Certificate chain

0 s:/C=IN/ST=IN/L=IN/O=IN/OU=IN/CN=IN
i:/C=IN/ST=IN/L=IN/O=IN/OU=IN/CN=IN

Server certificate

MIICEzCCAXygAwIBAgIEUiIgrQTANBgkghkiGOWOBAQUFADBOMQswCQYDVQQGEwJJ
TIELMAKGALUECBMCSU4xCzAJBgNVBACTAKIOMQswCQYDVQQKEWJJITJELMAKGALUE
CxMCSU4xCzAIBgNVBAMTAKIOMBAXDTEzMDKWNTA2NTcwNVOoXDTEOMDKWNTA2NTcw
NVowT]ELMAKGALUEBhMCSU4xCzAJBgNVBAgTAKIOMQswCQYDVQQHEWJJT|ELMAKG
ALUEChMCSU4xCzAJBgNVBASTAKIOMQswCQYDVQQDEwWJJTjCBnzANBgkghkiGOwOB
AQEFAAOBjQAwWgYKCgYEAIta2L.8q7cA+aMbnCIWIjXO+2If+1/0z3tiLJiC2ulhD/
kd7Q+TxjPS5qsGDhK4jgLOTk4wwNzjawvQVUBY+s5XGwSQatujkgk9kmu+d1zP29
5HwerOwvA/mRH3k4tj90s1ueJaHgldl1eS16bhadMV1C7Z9Tr1M+2fdjzGWSIOUC
AWEAATANBgkghkiGOWOBAQUFAAOBgQA62+BFGN5CMQJkX3YUfLIOKhLIveWQwwGI
OHNW2IchW3YK4YyKsI5b4HdANuBeGjINn47wnujhqPjh6BI8pgbHOYIPjKpNwjTVn
5gkxKZhC5WCMdA3lyyGSQrmUIxJBatw2fVhGaMxdQRy7WujPL5VI5N+TpedTWXWY
ampTtc+4cw==

subject=/C=IN/ST=IN/L=IN/O=IN/OU=IN/CN=IN
issuer=/C=IN/ST=IN/L=IN/O=IN/OU=IN/CN=IN

No client certificate CA names sent
SSL handshake has read 665 bytes and written 295 bytes

New, TLSv1/SSLv3, Cipher is RC4-MD5
Server public key is 1024 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSv1

Cipher : RC4-MD5

Session-ID: EF4D92AFB99069ADF35DB9B16E8B36C9

Session-ID-ctx:

Master-Key:
3B9AD7E1F72COA50FF4C10458F392C763331CDD5313832A8BF28EDEBFFCD8E6D928944D
4698FC302F3A490116DC6E320

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1378442902

Timeout : 300 (sec)

Verify return code: 18 (self signed certificate)

b. The section highlighted in red above is the certificate presented by weblogic. This needs to be
copied to new file and name this file as server.pem under location $PREFIX/conf/
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4. Apache to be configured to use the SSL
In httpd.conf add the below directive

<Location /[FCINeoWeb>
SetHandler weblogic-handler

SecureProxy ON

WLProxySSL ON

RequireSSLHostMatch false

TrustedCAFile /scratch/oracle/apache/conf/server.pem
EnforceBasicConstraints false

</Location>

@ /scratch/oraclefapache/conf/httpd.conf -1

K B X o ARH0 8
# wirtual host being defined.

#

#

# ServerBdmin: Your address, where problems with the server should be
# e-mailed. This address appears on some server-generated pages, such
4 a3 error documents. e.g. adminfyour-domain.com

#

Serverhdmin youfexample.com

LoadModule weblogic _module /scratch/oracle/apache/modules/mod wl_22.s0
<IfModule mod weblogic.c>

<Location fFCJNecWebb
SetHandler weblogic-handler
WebLogicCluater wlserverl:7065, wlserver2:7067

EecurePrcxy ON

WLEroxySSL ON

Require3SLHostMatch false

TrustedCAFile /acratch/oracle/apache/conf/server.pem
EnforceBasicConstraints false

o

</Location>

< /IfModule>

5. Restart Apache and access using the URL
https://<hostname>:<port>/FCINeoWeb/
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6. Starting, Stopping, and Restarting Apache
Run below commands

$PREFIX/bin/apachectl start
$PREFIX/bin/apachectl stop
$PREFIX/bin/apachectl restart

7. Debugging

1. LogLevel and ErrorLog directives in httpd.conf file control the location and log file severity.

¥ /scratch/oracle/apache/conffhttpd.conf -
n B X @ AN SRR -

#
# Errcrlog: The location of the errcor log file.

# If you do not specify an Errorlog directive within a <VirtualHost>

# container, errcor messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.

E
E

rrorLog "logs/error_log™

#
# Loglevel: Control the number of messages logged to the error log.
# Possible values include: debug, infeo, notice, warn, error, cric,

Lg
#

LogLevel warn

<IfModule log config module

2. To enable debugging for communication between apache and weblogic add the following directives under
Location tag

WLLogFile <File path>
Debug ALL
DebugConfiginfo ON

[§ fscratch/oracle/apache/conf/hitpd.conf -
K BXE < | daiHg ¢ e

#
# Serverhdmin: Your address, where problems with the server should be
# e-mailed. This address appears on some server-generated pages, such
# &3 error documents. e.g. adminfyour-domain.com

#

5

erverkdmin youlexample.com

LoadModule weblogic module /scratch/oracle/apache/modules/mod wl_22.s0
<IfModule mod weblogic.c>

<Location /FCJNeoWeb>

SetHandler weblogic-handler

WebLogicCluster wlaerverl:T7085, wlserver2:T0&7

SecureProxy ON

WLEFroxy3SL ON

RequireS5SLHostMatch false

TrustedCAFile /scratch/oracle/apache/coni/server.pem
EnforceBasicConstraints false

VLLogFile /scratch/oracle/apache/logs/wlproxy.log
Debug ALL

DebugConfigInfo ON

fLocation:

</IfModules
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